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[bookmark: _Toc33605992]Purpose of this Framework 
One of the main goals of the Harmonization of Various Common Data Models for Evidence Generation (CDMH)[footnoteRef:1] project was to leverage open, consensus-based standards to harmonize specific common data models (CDMs). Creating data-sharing networks of existing CDMs allows researchers to ask questions of much larger amounts of real world data (RWD) than previously possible, and more rapidly advance Patient-Centered Outcomes Research (PCOR).  [1:  https://aspe.hhs.gov/harmonization-various-common-data-models-and-open-standards-evidence-generation ] 

The sustainability and benefits of these data-sharing networks depend not only on technical infrastructure, but on an enduring governance framework. This governance framework document outlines some policies and practices for access to and use of RWD derived from data-sharing networks. It addresses elements of control, roles and responsibilities, policies, processes, and procedures, with the goal of creating trust and confidence in the data and the network. 
Data-sharing networks that provide access to patient health data carry special obligations to institutional and regulatory authorities, data providers, and patients upon whose data the networks are built. A robust governance framework need not restrict reuse and research; it can enable access to data while promoting trust in the partners and confidence in the data. This encourages research collaboration, which benefits patients, while protecting their privacy and other interests. This framework aims to maximize value to researchers while maintaining appropriate controls.
Content in this framework is derived from publicly available sources. It is based on the experience of the National Library of Medicine (NLM) and its Federal partners on the CDMH project (FDA, NCI, NCATS), along with the four CDMH Data Partners: Informatics for Integrating Biology and the Bedside (i2b2 ACT), Observational Health Data Sciences and Informatics (OHDSI), Sentinel, and the National Patient-Centered Clinical Research Network (PCORnet). 
The framework authors examined the policies and documentation for these sources to identify how these CDM leaders approached problems related to governance. For example, PCORnet has a Front Door[footnoteRef:2], an access point for stakeholders interested in PCORnet resources, through which they may request data, network collaborators, a study feasibility review, etc.  [2:  https://pcornet.org/pcornet-front-door/ ] 

This framework describes the foundations of data governance as they may apply to data-sharing networks; recommends a governance structure to establish and maintain policies and procedures; and lists some documents that data-sharing networks should consider creating/adopting for their own governance and system access. Finally, it outlines some other relevant issues the Network may want to consider when establishing policies. 
This framework is not intended to be exhaustive or prescriptive. Data-sharing networks should arrive at their governance structure, policies, and procedures through consensus with stakeholders. 
[bookmark: _Toc33605993]Definition of Terms
The following definitions apply to terms used within this document. Capitalized terms adopt the specific definitions below. 
	Term
	Definition

	Aggregate Data
	Counts or other statistical measures of De-Identified Data across individuals having certain attributes, e.g., groupings by diagnosis or age group. 

	Authorized User
	An individual authorized to access the System to execute queries and obtain data. 

	Board
	A governing body composed of representative members who are charged with sustaining the resources and vision of the Network. 

	Data Partner
	Any organization participating in the overall network that supports a data model that can be queried by authorized researchers. 

	De-Identified Data
	Data defined in accordance with the HIPAA Privacy Rule: 45 CFR Section 164.514 (a) with processes for de-identification set forth in 45 CFR Section 164.514 (b). 

	Individual Level Data
	Data specific to individual patients, that may or may not be de-identified. 

	Investigator/Researcher
	A user or authorized recipient of Network data. 

	Limited Data Set
	A dataset defined in the context of the HIPAA Privacy Rule: 45 CFR Section 164.514 (e).

	Minimum Necessary
	Data defined in the context of the HIPAA Privacy Rule: 45 CFR Section 164.514(b). 

	Network
	The entity formed by the contributing Data Partners, and its mission, activities, etc. 

	System
	Network deliverables, including databases, query interfaces, and/or additional tooling. 

	Research Proposal
	Outlines the subject of research for which the Network data are sought; supports an Application for System Access. 


[bookmark: _Toc33605994]Foundations of Data Governance 
Data governance is defined in 2018 HHS Data Strategy: Enhancing the Evidence-Based HHS Portfolio[footnoteRef:3] as “a set of processes that ensure that data assets are formally managed such that departmental needs are met.” Federal Data Strategy: Leveraging Data as a Strategic Asset,[footnoteRef:4] from the Office of Management and Budget (OMB), goes into more detail. It names ten high-level Principles, three of which it classifies under “Ethical Governance.” They are: 1. Uphold Ethics, 2. Exercise Responsibility, and 3. Promote Transparency. The practices that support these three principles are as follows:  [3:  https://aspe.hhs.gov/system/files/pdf/261591/2018HHSDataStrategy.pdf]  [4:  https://strategy.data.gov/overview/ ] 

11. Prioritize Data Governance: Ensure there are sufficient authorities, roles, organizational structures, policies, and resources in place to transparently support the management, maintenance, and use of strategic data assets.
12. Govern Data to Protect Confidentiality and Privacy: Ensure there are sufficient authorities, roles, organizational structures, policies, and resources in place to provide appropriate access to confidential data and to maintain public trust and safeguard privacy.
This data governance framework focuses on the principles of security and privacy, data integrity, and data quality.
[bookmark: _Toc33605995]Data Security 
Security of data protects the privacy of individuals whose data are the subject of research. Physical, administrative, and technical safeguards are three elements of data security that are necessary to protect the privacy of individuals whose data are queried during research investigations. Accordingly, policies and guidelines for Investigators/Researchers are essential. Data confidentiality and the risk of a breach are primary factors in governance and consideration of request for access to data. 
[bookmark: _Toc33605996]HIPAA Privacy and Security
The Health Insurance Portability and Accountability Act (HIPAA, 1996), codifies the “Privacy Rule” in Title 45 of the Code of Federal Regulations, Part 160, and Subparts A and E of Part 164 and the “Security Rule” in Title 45 of the Code of Federal Regulations, Part 160, and Subparts A and C of Part 164. The Privacy Rule was issued to protect the privacy of health information that identifies individuals who are living or deceased. The rule balances an individual’s interest in keeping his or her health information confidential with other social benefits, including health care research. 
The Privacy Rule standards address the use and disclosure of individuals’ health information—“protected health information”—by organizations subject to the Privacy Rule—“covered entities”—as well as standards for individuals’ privacy rights to understand and control how their health information is used. The rule permits important uses of information, while protecting the privacy of people who seek care and healing. 
Any exceptions to or claims of exemptions from such policies should be clearly stated as a matter of policy. For example, if a section of HIPAA Privacy or Security Rules should be found not to apply to the Network, this should be stated among the policies. 
[bookmark: _Toc33605997]Institutional Policies
Institutional policies and interpretation of Federal regulation and guidance may also inform policies to be considered for governance. For example, NIH Publication Number 03-5388[footnoteRef:5] outlines considerations for researchers who handle protected health information (PHI). Policies from other institutions govern conduct of their Investigators/Researchers and may affect their participation. When these policies conflict with Network policies, the Network will need to reconcile or otherwise resolve the conflict.  [5:  Protecting Personal Health Information in Research: Understanding the HIPAA Privacy Rule, NIH Publication Number 03-5388.] 

[bookmark: _Toc33605998]System Scope and Data Granularity 
The granularity of data that the System will provide—i.e., Aggregate Data or Individual Level Data—will have a significant impact on governance policies and procedures, and may impact the technical architecture to provide appropriate control and data security. 
The Network should make available details about the scope of data content in the System, such as data sources, numbers of records, database statistics, and applicable use cases, e.g., on a website or other resource dedicated to sharing information about the Network. 
[bookmark: _Toc33605999]System Access
Users will be granted access following execution of an Access Agreement (see Section 4.4 for more on types of agreements) and will be authorized to perform actions within the scope of training and terms of access to the system. System access will be assigned only to individuals with individual accounts, and not through shared accounts. 
The Network should decide if institutional affiliation will affect user authorization, or if authorization decisions will be made solely at the individual investigator level. 
[bookmark: _Toc33606000]Institutional Review Boards
An applicant seeking access to the data must certify the approval of his/her Institutional Review Board (IRB) for the Research Proposal. Data may be disclosed only within the context of the approved Research Proposal. Networks must decide what evidence of IRB approval or exemption is sufficient. 
Note: Approvals of system access may depend upon system controls to restrict access to specific types of data, such as Aggregate Data or Individual Level Data, which may have personally identifiable information (PII) or may be de-identified. 
[bookmark: _Toc32936983][bookmark: _Toc33606001]Data Integrity
In this framework, data integrity means the assurance that data have not been altered in an unauthorized manner during storage, during processing, or while in transit.[footnoteRef:6] Data integrity is critical for research. Each system-to-system transfer and transformation introduces the risk of introducing an error or omitting data that are relevant to the clinical question. Accordingly, traceability from query results to the source system raw data, and the use of an audit trail support best practices. Relevant regulations and guidance can be found in:  [6:  https://csrc.nist.gov/glossary/term/data-integrity ] 

· §170.315(d)(8) of ONC Health IT Certification Criteria (2015 Edition), Integrity.[footnoteRef:7]  [7:  https://www.healthit.gov/test-method/integrity ] 

· 21 CFR Part 11 for Electronic Records and Electronic Signatures, which applies to applies to drug makers, medical device manufacturers, biotech companies, biologics developers, CROs, and other FDA-regulated industries for clinical investigations.[footnoteRef:8]  [8:  https://www.ecfr.gov/cgi-bin/text-idx?SID=152af9e2fef388914fc41d9ba067b09c&mc=true&node=pt21.1.11&rgn=div5 ] 

· HHS HIPAA guidance for research professionals.[footnoteRef:9]  [9:  https://www.hhs.gov/hipaa/for-professionals/special-topics/research/index.html ] 

[bookmark: _Toc33606002]Data Quality
Data quality considerations fall into three main categories: 
1. Accuracy—The data, definitions, and any translations (mapping to the CDM) preserve the original data. 
2. Completeness—Through the mapping exercise, the project team determined completeness as it reflects the association of concepts from the individual data models to the Common Data Model. In practice, datasets are complete and do not contain omissions that could be interpreted as a null result. 
3. Fitness for Purpose—Particularly in the secondary use (reuse) of data, an assessment of fitness for purpose in the context of specific use cases is required. Understanding both the power and limitations of a data set is essential. 
Errors may be introduced at several stages, from the original data sources to delivery of query data to the Investigator/Researcher. 
1. Errors in Source Data—Errors may be introduced at the point of capture in a patient record. 
2. Inconsistent Use of Source Data Fields—Source data fields may be populated in an inconsistent manner, depending upon operator training or ambiguity or lack of precision in defining a concept, for example. 
3. Errors in Mapping—Mapping errors should be reduced or eliminated through prior validation of the maps. Maps will require maintenance throughout the lifecycle of the Network. 
4. Changes to Underlying Data Sources—System upgrades to underlying data sources may introduce errors and could impact query translation. 
The care taken in mapping the individual data models to the CDM, and the verification of the maps, must be sustained over the lifecycles of all systems. 
Maintenance of data quality is an ongoing exercise and should be evaluated periodically to assure that quality does not drift over time and that the data continue support the scope of identified use cases (fitness for purpose). 
The Network should consider what its process will be when errors are found in data, how it will acknowledge the error and alert users of the data; if it will request that the appropriate Data Partner correct the error; etc. 
[bookmark: _Toc32936986][bookmark: _Toc33606003]Governance Structure 
The Network will need a governance structure to establish and maintain rules, processes, and procedures like the ones described above. This could take different forms; e.g., the Network might establish a Board or administrative working group. For the purposes of this document we will refer to the governance structure as “the Board.” 
Whatever form it takes, the governing entity must: 
1) Ensure that the Network’s mission remains clear, appropriate, and relevant as times change 
2) Determine that the Network’s programs and activities support the organization’s mission and achieve both their short-term goals and long-term purpose 
3) Exercise fiduciary responsibility to obtain and appropriately use the resources required to sustain the Network’s mission 
[bookmark: _Toc32936988][bookmark: _Toc33606004]Board Responsibilities 
A Board provides for oversight and the establishment and maintenance of policies and procedures for the Network in the following areas: 
· developing and approving the mission of the Network,
· developing, approving, and maintaining its governance structure and organization,
· reviewing applications for System access,
· establishment or remediation of policies, guidelines, and procedures necessary for compliance with applicable laws, regulatory guidelines, institutional policies, or contractual obligations, 
· compliance with established policies and guidelines for use of the System, 
· approving nominations for new Board members, 
· providing guidance and oversight in fulfillment of the Network’s mission, objectives, and requirements, 
· fulfilling any funding entity, agency, or institutional reporting requirements, 
· investigating suspected breaches of policy or system integrity, 
· responding to any confirmed breaches of policy or system integrity  
[bookmark: _Toc33606005]Board Membership
Individuals who are selected for Board membership should be personally committed to the mission and objectives of the Network. They should reflect and represent the diverse interests of stakeholders, and may also represent or champion a particular perspective on data sharing, e.g., privacy and security. 
[bookmark: _Toc33606006]Code of Conduct
Board members will strive to represent the interests of all stakeholders and to act in the best interest of the health research community, funding organizations, data partners, and patients. Board service should align with the stated mission and objectives of the Network, Board, individuals, institutions, and community served, and not seek to serve self-interest or personal advantage. 
[bookmark: _Toc33606007]Confidentiality and Transparency 
All Board members should maintain in a strict and confidential manner all protected or confidential information, and should not disclose it to any other party without prior approval of the Board. 
Conversely, the Network should make its operations and decision-making as transparent as possible. The Board should guide the Network toward a balance between confidentiality and transparency that respects stakeholder interests while protecting patients’ health information. 
[bookmark: _Toc33606008]Conflict of Interest
Conflicts of interest (COI) are defined in terms of the risk of undue influence, not necessarily actual bias or misconduct.[footnoteRef:10] The Network should establish COI policies to prevent compromised decision-making. For some organizations, the 42 CFR Part 50. 604 requires that institutions conducting PHS-funded research “Maintain an up-to-date, written, enforced policy on financial conflicts of interest.”[footnoteRef:11] [10:  https://www.sentinelinitiative.org/principles-and-policies-conflict-interest ]  [11:  http://sites.nationalacademies.org/PGA/cs/groups/pgasite/documents/webpage/pga_056056.doc ] 

In general, COI exist in any of the following situations:
1) Activities or relationships with other persons or organizations affect a participant’s ability, or potential ability, to render impartial assistance or advice, or give the appearance of doing so
2) The participant’s objectivity is or might be impaired
3) The participant has or might acquire an unfair competitive advantage
In such cases where a Board member or a family member, friend, or associate has an established or potential conflict of interest due to a financial or other benefit from a topic or decision under consideration, the Board member must declare the potential conflict of interest and recuse himself or herself from voting, and, possibly also from discussion or debate. 
COI may arise not only from financial interests, but also from non-financial engagements with or commitments to other organizations and associations with interests related to the subject matter being addressed by specific organizations activities. 
[bookmark: _Toc33606009]Charter 
The Charter is the foundational document for the operation of the Network. It contains the essence of the Network, promotes a shared understanding, and acts as an agreement with respect to the roles and responsibilities of Board members and obligations to stakeholders. The Charter should include all the standard sections that would apply to any organization: Definition (context, purpose, and mission of the Network), Governing Board (purpose, functions, membership, and organization), Committees and Offices, Board Responsibilities, and Board Operations (selection, leadership, operations). 
In addition to the standard sections, the Charter for the Network may include sections specifically applicable to data-sharing. These are described below, in section 4.4. 
[bookmark: _Toc33606010]System Access and Data Use/Sharing Agreements 
In this section we describe some additional documents, particular to data-sharing networks, that the Network may want to create and/or disseminate. Another prerequisite for system access is an agreement that outlines the terms and policies applicable to participants in the Network and obtaining formal acknowledgement from all participants. This is critical for compliance of the Network with respect to its obligations to stakeholders. 
[bookmark: _Toc33606011]Application for System Access
An Application for System Access provides identifying information for investigators and a justification for access to Network resources. It should include, at minimum, the Investigator’s/Researcher’s name, contact information, institutional affiliation, and protocol description (e.g., Research Proposal). 
[bookmark: _Toc33606012]Data Use and Data Sharing Agreements
If an Application for System Access is not comprehensive enough, the Network should develop a Data Use Agreement/Data Sharing Agreement (DUA/DSA). Two examples from the CDMH project are the PCORnet DSA and the HCSRN DUA Toolkit. 
The PCORnet DSA defines the standard terms that govern the sharing of data and its transfer from participating Network Data Affiliates to the PCORnet Coordinating Centers. It broadly defines and supports the following elements:
1) Data completeness/data characterization activities
2) Analytic queries requiring return of Aggregate Data
3) Analytic queries requiring return of a Limited Data Set
4) Analytic queries requiring return of Protected Health Information (PHI) other than what is permitted in a Limited Data Set
The Health Care Systems Research Network (HCSRN) provides a DUA Toolkit[footnoteRef:12] as a “guide…to facilitate the establishment of Data Use Agreements (DUA) between HCSRN sites.”  [12:  http://www.hcsrn.org/en/Tools%20&%20Materials/GrantsContracting/HCSRN_DUAToolkit.pdf ] 

Additional topics for consideration include the following: 
1) Limited Use of Data—Data are to be used for the expressed purpose of the Research Proposal and no other, without approval of the Investigator/Researcher’s IRB and the Board. 
2) Breach Disclosure—The participant agrees to notify the Network in the event of a definite or suspected breach of data security or unplanned/unapproved disclosure or PHI.
3) No-Re-Identification—The participant agrees not to attempt to re-identify and/or contact patients. 
4) Data Security—The participant will certify that the data will be used and stored in accordance with specific technical requirements (e.g., firewall, encryption, non-use of portable computers, non-use of detachable data storage devices (with or without encryption), 
5) Data Retention—The Network may want users to specify which data they plan to retain, and for how long, in order to fulfill requirements from their institution or a journal. 
6) Data Destruction—The Network may want users to destroy or delete data after use; the timeframe in which this must be done should be stated explicitly. 
7) Termination of Relationship
8) No Warranty—The participant acknowledges that no warranty is expressed or implied with respect to accuracy, completeness, or fitness for purpose of the data. 
9) Liability and Limitation of Liability
10) Indemnification—The participant is required to hold harmless the Network in the event of the participant’s negligence, misconduct, or other breach of agreement with the Network and to cover legal fees incurred by the Network because of the participant’s actions. 
[bookmark: _Toc33606013]Standard Operating Procedures for the System 
The Board may establish Standard Operating Procedures (SOPs) for routine use of the System. Suggested SOPs include the following: 
· Incorporation of an Additional Data Source/Provider—outlines the contractual and technical steps necessary to incorporate an additional data source. 
· System Maintenance—ensures that the System is maintained appropriately and with minimal impact to users. 
· User Management—ensures System integrity and access exclusively by Authorized Users. 
· Monitoring and Auditing—addresses System performance relative to service level agreements or technical specifications/benchmarks and compliant use of the system within the scope of authorized/intended use. Periodic review of system audit trails, “secure, computer-generated, time-stamped electronic record that allows for reconstruction of the course of events relating to the creation, modification, or deletion of an electronic record,” is necessary to comply with FDA guidance for electronic records and data integrity.[footnoteRef:13]  [13:  https://www.fda.gov/regulatory-information/search-fda-guidance-documents/data-integrity-and-compliance-drug-cgmp-questions-and-answers-guidance-industry ] 

· Unexpected Events (e.g., breach of system integrity)— establishes clear guidance and procedures for investigating a known or suspected breach of unsecured protected health information, and notifying affected patients.[footnoteRef:14] The scope and detail will depend upon the nature of the data. It is recommended that the Board undertake a risk assessment to determine the nature and potential impact of potential risks. HHS resources identify the existence of at least four factors to be used in determining the response to a potential breach of unsecured protected health information:  [14:  https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html ] 

1. The nature and extent of the protected health information involved, including types of identifiers and the likelihood of re-identification;
2. The unauthorized person who used the protected health information or to whom the disclosure was made; 
3. Whether the protected health information was actually acquired or viewed; and
4. The extent to which the risk to the protected health information has been mitigated.[footnoteRef:15]    [15:  Ibid.] 

[bookmark: _Toc33606014]Additional Concepts for Consideration 
Data-sharing Networks may also want to consider the following concepts related to governance. 
[bookmark: _Toc33606015]Publication
The analysis of Network data, as outlined in a Research Proposal, may result in an Investigator’s/Researcher’s publication of results in a scientific journal. The Network may want to determine, in advance, citation guidelines and standard language for Investigator/Researcher acknowledgement of Network resources. 
In its own publications, e.g., annual reporting, the Network may want to identify Investigators/Researchers using the System, in which case it will need to obtain their permission. 
[bookmark: _Toc32936999][bookmark: _Toc32937000][bookmark: _Toc32937001][bookmark: _Toc33606016]Intellectual Property
The Network may want to determine, in advance, who would own the rights to new intellectual property derived from Network data, and what restrictions (if any) are placed on it. If possible, the the Data Partners should arrive at a consensus on one agreement for all Network data. 
[bookmark: _Toc33606017]Copyright and Licensing
The (Re)usable Data Project[footnoteRef:16] (RDP) provides information concerning licensing others’ data and categorizes a variety of models.[footnoteRef:17] While licensing and copyright would offer protection for Network data owners, they may impose barriers to the effective use or reuse of data and software tools. The integration of data from multiple Data Partners introduces additional complexity, not just related to the restrictiveness or permissiveness of a Data Partner’s terms, but simply because the terms are different.  [16:  http://reusabledata.org ]  [17:  Carbon S, Champieux R, McMurry JA, Winfree L, Wyatt LR, et al. (2019) An analysis and metric of reusable data licensing practices for biomedical resources. PLOS ONE 14(3): e0213090. https://doi.org/10.1371/journal.pone.0213090 ] 

One way to overcome this challenge is for the Network to establish, if possible, a single harmonized licensing agreement with the most permissive terms possible for the benefit of Investigators/Researchers. 
Licensing of terminologies/vocabularies (e.g., SNOMED CT, ICD-10-CM, etc.) or products used in Network data may introduce additional restrictions, subject to the terms of their copyright owners. 
[bookmark: _Toc33606018]Financial Matters
The Network should determine at the outset if there will be any cost for Investigators/Researchers or their institutions to participate. The Network may also want to explicitly forbid the resale of data. 
[bookmark: _Toc33606019]Small Cohorts and Data Security 
De-Identified Data in smaller cohorts is more easily re-identified, bringing greater risks to patient privacy. The Network should consider this risk carefully and identify safeguards to reduce the possibility. E.g., setting a minimum cell size to reduce the risk of re-identification of individuals, or further anonymizing Aggregate Data results below a specified threshold (e.g., differential privacy[footnoteRef:18]).  [18:  Garfinkel S, Abowd JM, and Martindale C (2019). Understanding database reconstruction attacks on public data. Commun. ACM 62 (3), 46–53. DOI: https://doi.org/10.1145/3287287 ] 

[bookmark: _Toc33606020]Virtual Research Community 
A common characteristic of the four Data Partners from the CDMH Project is their establishment of virtual research communities. 
The OHDSI program[footnoteRef:19] refers to itself as a “community” and maintains numerous resources for researchers, including a Community Forum[footnoteRef:20] for engagement on numerous topics, from standards to software tool development to research. OHDSI facilitates data exchange only to the extent of voluntary participation, by its members helping other members.  [19:  https://www.ohdsi.org/ ]  [20:  http://forums.ohdsi.org/ ] 

PCORnet has implemented the PCORnet Commons, “a space for people involved, invested, and interested in health research to collaborate, share, and learn.” The Commons is built around access to resources for data, research, and engagement. 
New Networks may want to consider establishing a Virtual Research Community that supports users of the system and helps the users to engage with other researchers, perhaps using one of the above models as a framework. The community could also be a channel for announcing planned downtime, collecting feedback about System updates, etc. 
[bookmark: _Toc33606021]Conclusion 
This document outlines current practices and, where possible, highlights best practices, in data governance. It highlights potential challenges that face data-sharing Networks: easier access to better, more comprehensive, and harmonized data, while preserving the integrity, security, and confidentiality of the data sources. We hope that highlighting these practices, challenges, options, and opportunities will support data-sharing Networks in their startup phase. 

[bookmark: _Toc33606022]Appendix: Summary of CDMH Data Partners
The wide deployment of health IT systems has created unique opportunities for providers, healthcare professionals, and researchers to access and use patient data that is already collected during clinical workflows. Below are overviews of the four CDMH data partners, who take advantage of these opportunities in different ways, with the common goal of making health data widely available to researchers. 
[bookmark: _Toc33606023]The National Patient-Centered Clinical Research Network (PCORnet) 
PCORnet aims to advance the shift in clinical research from investigator-driven to patient-centered studies. A hallmark of PCORnet is that the patients, clinicians, and healthcare system leaders are all actively involved in the governance and use of the data, at a national level and locally within each participating network. Organizations and stakeholders seek to communicate clearly with and seek input from patients, clinicians, and all other stakeholders about how their data are used in clinical research. 
The PCORnet CDM employs healthcare standard terminologies (e.g., ICD, SNOMED, CPT) to enable interoperability with, and responsiveness to, evolving data standards. 
Some CDMs allow for the systematic analysis of disparate observational databases. The concept behind this approach is to transform data contained within those databases into a common format (data model) as well as a common representation (terminologies, vocabularies, coding schemes), and then perform systematic analyses using a library of standard analytic routines that have been written based on the common format.[footnoteRef:21] [21:  https://pcornet.org/about/ ] 

PCORnet was launched with substantial financial investment from the Patient-Centered Outcomes Research Institute (PCORI). 
[bookmark: _Toc33606024]Informatics for Integrating Biology & the Bedside (i2b2) / ACT Network 
The i2b2 model[footnoteRef:22] has products for data use that support modular open-source software programs for query, exploration, and analysis of clinical and translational genomics data.  [22:  https://www.i2b2.org/software/projects/workplace/Workplace_Design_15.pdf ] 

The i2b2 / ACT Network is “a real-time platform allowing researchers to explore and validate feasibility for clinical studies across the NCATS Clinical and Translational Science Award (CTSA) consortium, from their desktops. The ACT Network helps researchers design and complete clinical studies, and is secure, HIPAA-compliant and IRB-approved. The ACT Network leverages the Shared Health Research Information Network (SHRINE) to support multi-site research projects by enabling study feasibility/cohort discovery at partnered institutions.”[footnoteRef:23]  [23:  https://www.ctsicn.org/i2b2-shrine-act ] 

[bookmark: _Toc33606025]Sentinel
The Sentinel Initiative was launched in response to the Food and Drug Administration Amendments Act of 2007 (FDAAA) and comprises several components including:  
· Sentinel System, a national electronic system for medical product safety surveillance[footnoteRef:24]   [24:  https://www.sentinelinitiative.org/sentinel/about] 

· Active Risk Identification and Analysis System[footnoteRef:25]  [25:  https://www.sentinelinitiative.org/active-risk-identification-and-analysis-aria] 

· Biologics Effectiveness and Safety System (BEST) 
· FDA Catalyst[footnoteRef:26]  [26:  https://www.sentinelinitiative.org/fda-catalyst] 

The first phase of this initiative was the Mini-Sentinel Pilot to inform the development of the Sentinel System. In September 2014, the FDA began transitioning from the Mini-Sentinel phase to the full Sentinel System, which officially launched in February 2016.
The Sentinel Operations Center leads development of the Sentinel CDM, which “allows Data Partners to quickly execute distributed programs against local data.” [footnoteRef:27] The Sentinel System: Five-Year Strategy 2019-2023 states that Sentinel might in the future “[harmonize] its SCDM with other established CDMs such as the Observational Medicinal Outcomes Partnership, PCORnet, Informatics for Integrating Biology at the Bedside (i2b2),” with interoperability as a long-term priority.[footnoteRef:28]  [27:  https://www.sentinelinitiative.org/sentinel/data/distributed-database-common-data-model ]  [28:  https://www.fda.gov/media/120333/download] 

Duke Margolis Center for Health Policy hosts the annual Sentinel initiative public workshops.  These gather the Sentinel community and leading experts to share recent developments within the Sentinel Initiative, to provide training on the Sentinel System’s tools and data infrastructure, and to promote engagement and collaboration with patients, industry, academia, and consumers. 
[bookmark: _Toc33606026]Observational Health Data Sciences and Informatics (OHDSI) Observational Medical Outcomes Partnership (OMOP)
OHDSI promotes engagement among health informatics researchers across numerous research domains and disciplines. 
The OMOP CDM harmonizes disparate databases to a standardized vocabulary.[footnoteRef:29] Guiding principles also outline architecture and design specifications which include project specific methodologies and hierarchical structures that represent the relationships between data.  [29:  https://www.ohdsi.org/data-standardization/ ] 

To achieve the principle of inclusivity, OHDSI is an open collaborative. Anyone who can give time, data, or funding is welcome, and participation in the operation of OHDSI is expected.[footnoteRef:30] [30:  https://www.ohdsi.org/wp-content/uploads/2014/07/OHDSI-Tutorial-PreFinal-mod.pdf ] 
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